
Privacy Policy Breach Response Plan 
(THIS DOCUMENT IS FOR THE PURPOSE OF INTERNAL USE ONLY) 

  
Firstly, ensure that all staff are aware of the Company’s Privacy Policy procedures 

(including having the staff sign and acknowledge receipt of such information) in 

the event of a serious privacy breach.  Take the time to discuss various scenarios, 

i.e. accidentally losing personal information vs cyber-attack.  This helps everyone 

know the steps they should take. 

 
Four key steps to how to respond to data breaches 
 

1) Contain - the breach 

2) Assessment - of any areas of possible risk 

3) Notify - the affected party (if necessary) 

4) Prevention - from any repeat event 

 

Every privacy breach will have different levels of risk and impact. Any alleged 
breach will need to be evaluated on a case-by-case basis with the response to the 
complaint being completed within the designated timeframe of 20 days. 
 

Step 1: Contain  
 
Once a privacy breach is discovered, contain it immediately and find out what went 
wrong. A breach could be contained by: 
 

➢ trying to get the lost information back  

➢ disabling the breached system 

➢ cancelling or changing computer access codes 

➢ trying to correct any potential areas of risk in the Company’s physical or electronic 

security. 

The Company’s Privacy Officer is responsible to do an initial investigation and make 
recommendations. The Privacy Officer can carry out a more detailed review later. 
 
A team may need to be established that includes other people with the expertise to 
deal with the situation, such as IT analysts or risk advisers.  
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Inform the person in the Company who is responsible for privacy issues and establish 
who else you need to advise. Consider whether to inform the Company’s: 
 

➢ insurer 

➢ internal auditors 

➢ risk managers 

➢ legal advisers 

 
Notify Police if the breach appears to involve theft or other criminal activity. 
 
Be careful not to destroy evidence that the Company or Police might need to find the 
cause of the problem or correct the issue. 
 
Step 2: Assess 
 
Assessing the risks of the privacy breach will help the Privacy Officer establish the 
Company’s next step. What should be considered is: 
 

➢ The types of personal information involved 
The more sensitive the information, the higher the risk of harm to the people 
affected. 
 
A combination of personal information is usually more sensitive than a single 
piece of personal information. Health information, driver licence numbers, and 
credit card details can all cause harm on their own, but together they could be 
used for identity theft. 
 

➢ What the personal information may provide  
For example, a list of customers on a newspaper delivery route may not be 
sensitive. But the same information about customers who have requested that 
their deliveries be stopped while on holiday would be useful information to 
criminals. 

 
➢ If the personal information is easy to access  

If the information doesn’t have a password or encryption, then there’s a greater 
risk of someone misusing it. 

 
➢ The cause of the breach   

Try and find out what caused the breach and if there’s a risk of further breaches. 
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➢ The extent of the breach   
Try and identify the size of the breach, including: 
 
o how many people can access the lost information 
o how many people have lost personal information 
o the risk of the information being circulated further 
o whether the breach is the result of a systemic problem or an isolated incident. 

 
➢ The potential harm resulting from the breach 

Think about this from the point of view of the people affected. Types of harm could 
include: 
 
o identity theft 
o financial loss 
o loss of business or employment opportunities 
o significant humiliation or loss of dignity. 

 
➢ Who holds the information now 

Information in the hands of people with unknown or malicious intentions can be of 
great risk to the people affected. 
 
The risk will be lower if the Company knows the information went to a trusted 
person or organisation, and the Company expect them to return it. 
 

Step 3: Notify  
 
The Company should be open and transparent with their clients about how the Company 
is handling their personal information. 
 
If a privacy breach creates a risk of harm to someone, the Company should probably 
notify them. Notifying them promptly means they can take steps to protect themselves 
and regain control of their information as soon as possible. 
 
The Company’s Privacy Officer will not notify any party that is potentially affected by a 
breach, unless they are sure that the breach has compromised their 
information. Notifying the wrong party by mistake can cause unintentional damage. 
 
As of the 1 December 2020 any serious privacy breaches must be advised to the Privacy 

Commission by law.  

(Website: https://www.privacy.org.nz/privacy-for-agencies/privacy-breaches/notify-us/  

Email: notifyus@privacy.org.nz or Call: 0800 803 909) 
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What to say 
 

Your breach notifications should contain: 

➢ information about the incident, including when it happened 

➢ a description of the compromised personal information 

➢ what your organisation is doing to control or reduce harm 

➢ what your organisation is doing to help people the breach affects 

➢ what steps people can take to protect themselves 

➢ contact information for enquiries and complaints 

➢ offers of support when necessary, e.g. advice on changing passwords 

➢ whether your organisation has notified the Office of the Privacy 
Commissioner 

➢ contact information for the Privacy Commissioner. 

 

Notifying third parties 

 
Consider any obligations of confidentiality and decide whether you should inform: 

➢ Police 

➢ insurers 

➢ professional or other regulatory bodies 

➢ credit card companies, financial institutions or credit reporting agencies 

➢ third party contractors or other parties who the breach may affect 

➢ internal business units 

➢ the board and the government minister 

➢ union or other employee representatives. 

 

 

Coping with media interest 

 
How you respond to media interest in your breach can just as important to your 
organisation's reputation as the breach itself. 
 
Get a senior team together immediately to coordinate your organisation’s media 
response. Responding to journalists quickly will show that you’re treating the 
incident seriously and not hiding from news coverage. 
 
Consider your messages carefully before you deliver them. Get the tone right. 
Accept the blame and apologise if necessary. Demonstrate empathy for those most 
affected by the breach. Show that the wellbeing of those who may have been harmed 
is your organisation’s highest priority. 
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Feed the news cycle and keep journalists informed about what you’re doing.  
 
Appointing one spokesperson is the best way to make sure your messages are 
consistent and not contradictory. Media conferences can be an effective way of 
getting your organisation’s response in front of the public.  
 
Monitor news media reports and social media about the incident. Address  
mis-information and disinformation and incorporate your responses into your wider 
communications and media strategy. 

 
Keep talking until the news story drops out of the news cycle and off the news 
agenda. 
 
What to say 
 
Your breach notifications should contain: 

 

➢ information about the incident, including when it happened 

➢ a description of the compromised personal information 

➢ what your organisation is doing to control or reduce harm 

➢ what your organisation is doing to help people the breach affects 

 

Step 4: Prevent  
 
The most effective way to prevent future breaches is to a well-thought-out security 
plan for all personal information.  
 
In the aftermath of a breach, take the time to investigate the cause of the breach and 
update your prevention plan. Review your organisation’s policies so you minimise the 
collection and retention of personal information. 
 
The amount of effort you put in should reflect the significance of the breach, and 
whether it happened because of a systemic problem or an isolated event. It could 
include a: 
 

➢ security audit of both physical and technical security 

➢ review of policies and procedures 

➢ review of employee/staff/consultants training practices 

➢ review of any service delivery partners caught up in the breach. 

 
Review your improved prevention plan regularly to make sure it works, and your 
organisation is implementing it. 
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